


O6mue Tpe6oeaHHH pacmupeuuoii aHTHBnpycuoii 38IllHThI pa6oqux cTanuuii, cepeepoe u 
M06HJibHbIX VCTDOHCTB C HCil0Jlb30BaHHeM TeXHOJIOrHH o6Jiaquoii necoqHHUbl OT 

epenouocuoro IIO , nporpaMM-BbIMoraTeJieu u «0-nueeHbIX» yrpo3 

AHTRBttpycHrui: 3aru;11rn (A3) Protect Bepc1111 Advanced nrna On-Prem AOIDKHa rrpeJJ;CTaBJUITb 

co6oii Macrrna6HpyeMoe peIIIeHHe, 06ecrreqHBaioru;ee ycTOHq:HBOe <pyHKnHOH11poBaH11e B 

flOKaJThHOH ceTH pa6oq11x CTaHIUlii H cepBepoB C HCIIOflb30BaHHeM TeXHonorRR o6naqffOH 

rreCOqJII,fi.J;bl. 

B paMKax Bceii opraHH3amrn AOJDKHbl HCil0flb30BaThCil e.n;HHbie aHTRBHpycHMe cpeJJ;CTBa. 

OT.n;eflbHO CTOilru;He rrepCOHaJIJ:,Hbie KOMIIblOTephI, TO ecTh He rro.n;KnJOqeHHbie K e.n;RHOH CHCTeMe 

aHTRBHpyCHOH 3aru;RTl,I, B TOM q:HCne Haxo.n;ilru;ReCil Ha y.n;aneHHbIX TeppHTOpliilX, JJ;OJDKHl,I 61,1Tb 

3aru;Hru;eHbI RHTerpttpOBaHHhIM rrporpaMMHblM IIPOAYKTOM, BKnJOqaJO:m;RM B ce65l 3aru;Hzy OT 

BCex TRIIOB Bpe.n;oHOCHhIX rrporpaMM ( aHTEIBHpyc ). 

TeXHHqecKRe rrapaMeTphl rrporpaMMHbIX cpe.n;CTB aHTHBHpYCHOM 3aru;RTl,I JJ;OJDKHbl 
COOTBeTCTBOBaTh HnR rrpeBOCXOJJ;HTh cne.n;yioru;He YKa3aHHbie rrapaMeTpbI: 

CepBep ynpa6llenua 

1. Bo3M0)KH0CTh n:eHTJ)anR3OBaHHOro yrrpaBJieHliil aHTRBHpycHOH 3aru;RTOH BCeii ceTeBOH 

llH<ppaCTJ)YKTYPhI tiepe3 KOHcon1, Protect. 
2. B03MO)KHOCTI, IIOCTJ)OeHliil 11epapXRqecKOH CTJ)YKTYPhI a.n;MHHHCTJ)HpOBaHliil, KOTOpail 
COCTOHT 113 rnaBHOro cepBepa H rro.n;q11HeHHhlX cepBepoB, lJTO .naeT BO3MO)KHOCTb 

ocyru;ecTBJUITI, n;eHTJ)anR30BaHHOe yrrpaBneHHe aHTEIBHpycHOH 3aru;HTOH pa60qttX 
CTaHIUlii, cepBepoB H M06HnbHl,IX YCTJ)OHCTB, lITO rrpRHa.n;ne)KaT KaK rnaBHOMY, TaK H 
perHOHaJThHbIM rro.n;pa3.n;eneHliilM. 
3. llHBeHTapH3au;liil o6opy JJ;OBaHliil, KOTOpoe ycTaHOBneHO Ha pafioqRX CTaHIJ;liilX H 
cepBepax rro.n; yrrpaBneHHeM Windows, MacOS II Linux. 
4. llHBeHTapH3aU:liil rrporpaMMHoro o6ecrreqeHliil, Kornpoe ycTaHOBneHo Ha pafioqRX 
CTaHUliilX II cepBepax rro.n; yrrpaBneHHeM Windows, macOS II Linux. 
5. Y .n;aneHHrui: ycTaHOBKa aHTHBttpycHoro rrporpaMMHoro o6ecrreqeHliil AAA orrepan;ROHHbIX 
cHCTeM Windows, Linux II Mac Ha HeCKOflbKO KoHeqHl,IX ToqeK o.n;HoBpeMeHHo. 
6. Y ,naneHHrui: ycrnHOBKa rron1,30BaTeflbcKoro rrporpaMMHoro o6ecrreqeHliil. 
7. Bo3MO)KH0CTh y.n;aneHHoro y.n;aneHliil ycTaHOBneHHoro IIOflb3OBaTenhCKOro 

rrporpaMMHoro o6ecrretJeHliil. 
8. Y.naneHHOe y.n;aneHHe aHTHBHpycHoro rrporpaMMHoro o6ecrreqeHliil ):(JUI orrepan;ROHHbIX 
c11cTeM Windows, Linux II Mac. 
9. Bo3MO)KHOCTI, BhIIIOJIHilTI, C IIOMOID;blO HHCTJ)yMeHTa y;::i:aneHHOro yrrpaBneHliil 
.n;orronHHTen1,H1,1e ceTeBhie .neiicrnliil, TaKRe KaK: 3aBepIIIeHHe pa60Tu1 11 rrepe3arpy3Ka, 
OTIIpaBKa CHrHana npo6y)K.l(eHliil KOMIIbJOTepa, OTIIpaBKa coo6ru;eHHH, BbIIIOJIHeHHe 
KOHKpeTHbIX HHCTJ)YKnRM KOMaH):(H0H CTJ)OKR Ha KnHeHTCKOM KOMIIbJOTepe, CTapT 
o6HOBfleHliil orrepan;HOHHOH CHCTeMhl KnHeHTCKOro KOMIIbJOTepa. 
10. HanRtIHe RHCTJ)yMeHTa ):(JUI C03JJ;aHliil H pe,naKTHpOBaHliil ycTaHOBOqHl,JX rraKeTOB JJ;JUI 
orrepan;ROHHbIX CHCTeM Windows, Linux H Mac C rrpe.n;BapHTenbHO ycTaHOBneHHbIMH 
HaCTJ)O.HKaMH KOHq>HrypaURR, qTQ IIO3BOJUleT JKCIIOpTHpOBaTb ycTaHOBOqHI,Je rraKeThI 

JJ;JUI pa3BepT:hIBaHliil IIOJIHOU:eHHOH aHTRBHpYCHOH 3aru;RThl Ha KOHeqHI,JX TOqKax B 

H30JIHpoBaHHOH cern, a TaK)Ke Ha KOHeqHl,JX TOqKax, KOTop1,1e HY)K.l(aJOTCil B 3aru;RTe, HO 

BpeMeHHO He IIO.l(KnJOqeHhl K cepBepy a.l(MHHHCTJ)HpoBaHliil. 
11. HanHtJHe JJ;HCIIeTqepa IIOflb30BaTeneii, KOTOphIH II03BOJUleT C03):(aBaTh pa3HbIX 
IIOflb30BaTeneii cepBepa a,nMHHHCTJ)HpOBaHliil H Ha3HaqaTb HM pa3Hbie rrpaBa .n;oczyrra K 

OT,l(eflbHbIM pa3,nenaM, rpyrrrraM KOMIIblOTepOB Ha cepBepe a.n;MHHHCTJ)Hp0BaHliil, lJTO 



.uaeT BO3MO)KHOCTb ITpe,UOCTaBlffb pa3Hble rrpaBa ,UOCJYITa ,UJUI pern:OHaJil,HbIX 

CHCTeMHbIX a,n:MHHHcrpaTOpOB pa3BeTBneHHOH CHCTeMbl aHTHBHpycHOH 3al.IUfThl. 

12. B03M0)KH0CTb ayTeHTHQ)HIUfpOBaTh a,n:MHHHCrpaTOpoB KOHCOnH yITpaBJieffirn C 

ITOMOIQblO rpyrrrr 6e30ITaCHOCTH Active Directory. 

13. B03M0)KH0CTb HCITOJib3OBaffiUI ,n:ByxQ_)aKTopHOH ayTeHTHQ_}HKal(IDf ,UJUI yqeTHbIX 3aITHCeH 

a,n:MHHHcrpaTopoB, qTo ITO3BOJUleT ITpe,n:oTBpaTHTb Heca~HOHHpOBaHHoe 

ITo,n:KnIOqeHHe K cepBepy ueHrpanH3OBaHHoro yITpaBneffirn. 

14. HanHq:He ~pHana ay,n:HTa, B KOTOpOM perHCTPHPYIOTCR H OTCJie)l(l,ffiaJOTCR Bee 

H3MeHeffirn B KOHQ_)Hrypal(IDf H Bee ,n:eHCTBHj{, KOTOpbie BblITOnffj{IQT ITOJTh3OBaTenH 

cepBepa a,n:MHHHcrpHpoBaffirn. 

15. Bo3MO)KHOCTb y.uaneHHO aKTHBHpOBaTh H ,n:eaKTHBHpOBaTh MO.UYnH 3~Tbl, TaKHe KaK 

ITepcoHanbHbIH 6paH,n:May3p, 3al.IUfTa B pe)KJfMe peanhHOro BpeMem1, 3al.IUfTa ITOqTOBOro 

KnHeHTa, 3al.IUfTa ,UOCJYITa B llHTepHeT, KOHTPOJTh ycrpOHCTB, Be6-KOHTPOJib, aHTHCITaM 

Ha OT,UeJibHO B3RTOM KnHeHTe. 

16. Bo3MO)KHOCTb CO3,UaBaTh H pe,n:aKTHpOBaTh CTaTHqecKHe rpyITITbI H BO3MO)KHOCTb 

HMITOpTa H3 Active Directory .uepeBa KOMITbIOTepoB. 

17. Bo3MO)KHOCTb HacrpoiiKH aBTOMaTJlqeCKOro pacITpe,n:eneffirn KnHeHTOB ITO 

,UHHaM:HqeCKHM rpyrrrraM ITO MHOfHM KpHTepHj{M C ITOCJie,n:yIOIIUfM Ha3HaqeHHeM 

COOTBeTCTBYIOIIUfX IIOJIHTHK 6e30IIaCHOCTH, a Ta,IOKe 3arryCKOM Heo6xo,UHMbIX 3a,n:aq_ 

18. Bo3MO)KHOCTh HMITopra ITOJTh3OBaTeneii H rpyrrrr H3 Active Directory ,n:JUI ,n:am,tteiimero 

HCIIOJTh3OBaffirn HX .UJUI ITepcoHanH3al(IDf rrpaBHJI KOHTPOJUI ycrpoiiCTB H Be6-KOHTPOJUI. 

19. Bo3M0)KHOCTb HCITOJTh3OBaTb KaK BCrpOeHHbie, TaK H ITOJTh3OBaTeJThCKHe ITOnHTHKH, 

ITpe,n:Ha3HaqeHHbie ,UJUI ITOCT0j{HffOf0 o6cny)KJ,fBaHHj{ KOHQ_}HrypauHOHHbIX HacrpoeK 

aHTHBHpyCHbIX ITpo,n:yKTOB. Bo3MO)KHOCTb ocym;eCTBJUITb 3KCIIOpTI HMITOPT ITOJIHTHK. 

20. Han:Htrne ITaHenH MOHHTOpHHra, KOTOPM ITpe,n:oCTaBJUleT BCIO Heo6xo,UHMYIO 

ITO,n:po6ey10 HHQ_)opMaUHJO ornocHTeJThHO ypoBffj{ 3al.IUfTLI 6e3oITacHOCTH 

HHQ_)pacrpyKJYpbI, COCTOj{ffirn 3am;Hm;eHHbIX KOHeqffbJX TOlieK, a TaIOKe COCTOj{ffirn 

caMoro cepBepa a,n:MHHHCrpHposaffirn. 

21. HanHq:He OKOJIO 100 ITpe.n:ycTaHOBJieHHhIX ma6JIOHOB oTqeToB, KOTOpbie MoryT 

HCIIOJib3OBaTbCR KaK ,UJUI ITaHenH MOHHTOpHHra, TaK H ,UJUI Q_)OpMHpOBaffirn pa3JIHqHbJX 

orqeTOB. 

22. Bo3M0)KHOCTb C03,n:aBaTh H pe,n:aKTHpoBaTb ma6JIOHbl OTqeTOB, KOTOpbie HCITOJTh3YIOTCR 

KaK ,UJUI ITaHeJIH MOHHTOpHHra, TaK H ,UJUI Q_)OpMHpOBaHHj{ oTqeTOB B Q_)OpMaTax PDF, 

csv H ,n:am,Heihnero xpaHeffirn ITO YKa3aHHOMY rryTH HnH OTITpaBKH Ha YKa3aHttylO 

3JieKrpOHttylO IToqry. 

23. no.u.uep)l(Ka HHcrpyMeHTOM y,n:aneHHoro a,n:MHHHcrpHpoBaffirn cne.uyrol.IUfx 6a3 ,n:aHHbIX: 

MS SQL Server, MySQL. 

24. B03MO)KHOCTb 3KCITOpTHpOBaTh ~pHam,1 B syslog ,UJUI ,n:am,Heihneii HHTerparurn C 

SIEM. 

25 . Bo3MO)KHOCTb HacrpaHBaTb ITapaMerpbl ~pHanOB H OTqeTOB HnH BhI6paTh H3 6onee qeM 

50 ma6nOHOB ,UJUI pa3JIH1IHblX CHCTeM!Kn:HeHTOB. 

26. B03MO)KHOCTb CO3,UaBaTh 3epKanO o6HOBJieHHH C ITOMOill;blO aHTHBHpycHoro ITpo.n:yKTa, 

CITeUHaJII,HOH YTHJIHTbl HnH ITPOKCH cepsepa. 

27. B03MO)KH0CTb CO3,Uaffirn 3epKana o6HOBJieHHH Ha OCHOBe CTOpOHHHX HTTP-cepBepoB. 

28. Be6-opHeHTHpOBaHHbrn HHTepQ_)eiic, KOTOpbrn .uaeT BO3MO)KHOCTb YITPaBIDITb cepsepoM 

qepe3 JII06oii 6pay3ep rryTeM coe,n:HHeffirn, 3am;Hm;eHHoro cepTHQ_)HKaTOM. 

29. llcrrOJTh30BaHHe He3aBHCHMOro areHTa, KOTOpblli ITO3BOJUleT ocym;eCTBJUITb y.uaneHHoe 

yITpaBJieHHe aHTHBHPYCHbIM rrpo,n:yKTOM Ha KOHeqffbJX TQqKax, a TaIOKe KOHTPOnHpOBaTh 

ypoBeHb aHTHBHpycHOH 3am;HTbl Ha pa6otrnx CTaHUHRX H COCTORHHe orrepaUHOHHOH 

CHCTeMbl. 

30. B03MO)KHOCTb OTCJie)l(l,ffiaTh ycTaHOBJieHHOe Ha pa6oqeif CTaHUHH no, a TaIOKe y,n:anRTb 

ycTaHOBJieHHOe nO Ha BbI60p. 



31 . ~orromrn:TeJil,Hblli KOMIIOHeHT, qTQ II03BOJUieT yrrpaBJUITh aHTHBHpycHOH. 3aIIUITOH. Ha 
M06HJihHbIX ycTPOHcrnax. 
32. CneIU1am.Hbrn: KOMIIOHeHT, KOTOphIH. ocymecTBJUieT o6Hapy)KeHHe a cent: 
He3anunu.eHHbIX pa6o'llfX crnimHH .D:JUI .D:aJihHemnero pa3BepThIBaHIDI aHTHBHpycHOH 
3aIIUIThl. 
33 . 3am1na coe,n:HHemrn Me)K.ll:y KOMIIOHeHTaMH cepsepa C IIOMOIT(hlO KaK caMOCTQjJTem.HO 
BhmyIIIeHHbIX cepTHq>HKaTOB, TaK H cymecTBylOIT(HX cepTHq>HKaTOB. 
34. HHCTPYMeHT .ll:JUI yrrpaBJieHH:jJ COCTOjJHH:eM JIHUeH3HH. (_n:a)Ke 6e3 HCIIOJI1,30BaHH:jJ cepsepa 
a,n:MHHHCTPHPOBaHH:jJ). 
35 . Bo3MO)KHOCTh .n:eaKTHBHpoBaTh ~eH3HIO aHTHBHPYCHbIX npo,n:yKTOB _n:a)Ke Ha pa60'llfX 
cra~x, K KOTOphIM HeT <pmWiecKoro HJIH y ,n:aJieHHoro .n:oczyna. 
36. Bo3MO)KHOCTh ycrnHOBKH cepsepa a,n:MHHHCTPHPOBaHIDI Ha OC Windows H Linux. 
37. nocTaBKa cepsepa a,n:MHHHCTPHPOBaHH:jJ B pa3BepeyTOM BH,n:e, rOTOBOM .ll:JUI 
11cnom,3osaHH:jJ B BHpzyam.HhIX cpe.n:ax, TaKHX KaK Microsoft Hyper-V, Oracle 
VirtualBox, VMware (ESXi/vSphere/Player/W orkstation). 
38. no.n:.n:ep)l(Ka CHCTeM BHPTYaJIH3aI.J.HH, TaKHX KaK VMware Horizon 8.x HJIH Citrix 
XenCenter/XenServer 8+. 
39. B03MO)KH0CTh orrpe,n:eJUITh, KaKM BHPTYaJihHM MaIIIHHa 6y,n:eT jJBJUIThCjJ HCT01IHHKOM 
.ll:JUI KOIIHpOBaHH:jJ HJIH KJIOHHpOBaHH:jJ B CHCTeMax VDI. 
40. HaJIHqHe MacTepa HaCTPOHKH .D:JUI onpe.n:eJieHl{jJ no.n:po6HbIX napaMeTPOB .D:JUI 
HHTerpauHH C CHCTeMaMH VDI. 
41 . Bo3MO)KHOCTh Bhl6HpaTh sapHaHThl o6pa60TKH H.D:eHTH<pHKaTOpOB KJIOHHpOBaHHhIX 
KOMilhlOTepoB, TaKHe KaK COIIOCTaBJieHHe cymecTBYIOIIIHMH KOMIThlOTepaMH HJIH 
C03.D:aHHe HOBhlX KOMilhlOTepoB. 
42. Bo3M0)KH0CTh orrpe,n:eJUITh napaMeTPhI ma6JIOHa HMeHOBaHH:jJ VDI .ll:JUI MrHOBeHHbIX 
KJIOHOB HJIH KaTaJIOrOB MallIHH. 
43. HaJIHqHe rrpe.n:ycTaHOBJieHHbIX ma6noHOB B CHCTeMe yse,n:OMJieHHH .ll:JUI 
HH(pOpMHpOBaHH:jJ O HeKoppeKTHOH. H.D:eHTH{pHKaUHH KJIOHHpOBaHHhIX MallIHH, qTQ .n:aeT 
B03MO)KHOCTh OIIOBeIIIaTh O HeKoppeKTHO HaCTPOeHHOH. HHTerpauHH C CHCTeMaMH VDI. 
44. HaJIHqHe aBTOMaTWieCKOro o6HOBJieHl{jJ areHTa ynpaBJieHH:jJ, qTO .n:aeT B03MO)KHOCTh 6e3 
BMemaTeJihCTBa a,n:MHHHCTPaTopoB HCIIOJI1,30BaTh aKzyam.Hhre sepCHH. 
45. HaJIHqHe MexaHH3Ma pacnpe.n:eneHH:jJ aBTOMaTWiecKoro npouecca o6HOBJieHH:jJ, qTQ .n:aeT 
B03MO)KHOCTh CHH3HTh Harpy3ey Ha CeTh H KOMIThlOTephl B uenoM. 
46. Bo3MO)KHOCTh ycrnHOBKH areHTa yrrpasneHH:jJ Ha ARM64 rrpoueccopax. 
47. HaJIHqHe <pyHKIUIOHaJia C03.lJ:aHH:jJ nnoma.n:oK B COOTBeTCTBHH C <pHJIHaJiaMH KOMIIaHHH, 
qTO .n:aeT B03MO)KH0CTh Ha3HaqffTh onpe.n:eneHffYIO qacTh ~eH3HH OT,n:em.HbIM 
<pHJIHaJiaM. 
48. HaJIHqHe <pyHKUHOHaJia .ll:JUI onpe.n:eneHH:jJ a,n:MHHHCTPaTOpa IIJIOIIIa.n:KH HJIH <pHJIHaJia c 
COOTBeTCTBYIOIIIeH. qaCThlO ~eH3HH. 

3aw,uma pa60•1Ux cmanUiUU 

1. npe,n:OCTaBJieHHe 3aIIUIThI OT BHpycoB, TPOmCKOro nO, peKJiaMHOro nO, q>HIBHHra, a 
TaK)Ke mnHOHCKoro no. 
2. npe,n:OCTaBJieHHe 3aIIUIThl OT Bpe,n:OHOCHoro no - onpe,n:eJieHHoro Bpe,n:OHOCHOro Ko.n:a, 
KOTOphlli .n:o6aBJUieTCjJ a HaqaJio HJIH KOHeu KO,n:a <paH.JIOB Ha KOMilhlOTepe. BhUIBJieHHe 
spe,n:OHOCHOrO no .ll:OJl)KHO ocyIIIeCTBJUIThCjJ jJ.lJ:POM o6Hapy)KeHH:jJ B coqeraHHH C 
KOMIIOHeHTOM MaIBHHHoro o6yqeHl{jJ. 
3. npe.n:ocTaBJieHHe 3aIIUIThl OT IIOTeHIUlaJihHO He)KeJiaTeJihHhIX nporpaMM, KOTOphie HeJih3jJ 
O.ll:H03Haqff0 OTHeCTH K Bpe,n:OHOCHOMJ nO IIO aHaJIOTHH C TaKHMH 6e3yCJIOBHO 
Bpe,n:OHOCHhIMH nporpaMMaMH, KaK BHPYChl HJIH TPOjJHhl, HO 3TH rrporpaMMhl MoryT 
ycTaHaBJIHBaTh .D:OIIOJIHHTem.Hoe He)KeJiaTem.Hoe no, MeffjJTh HaCTPOHKH CHCTeMhI, a 



TaIOKe BI,IIIOJIIDITI, HeO)KH,11.aHHI,Ie ,11.eiiCTBIDI RJIH ,11.eiiCTBIDI, He 110,LJ.TBep)K,ll.eHHI,Ie 

IIOID,30BaTeJieM. 

4. Ilpe,11.ocTaBJieHHe 3allUfTM OT 110TeHiu,1am.Ho orracHl>IX rrporpaMM- pa3Hoo6pa3Horo ITO, 

KOTOpoe MO)KeT HCilOJII,30BaTI,Cj{ ,LI.AA Bpe,11.0HOCHI,IX .Qeneii, TaKHX KaK 

HecaHK.QHOHHpOBaHHl>IH y,11.aneHHl>IH ,11.oczyrr, Kpa)Ka HJIH B3JIOM rraponeii, KJiaBHazypHl>Ie 

IllITHOHI,I H ,11.pyrne 

5. Ilpe,11.ocTaBJieHHe 3allUfTI,I OT IIO,lJ.03pHTeJII,HI,IX rrporpaMM - rrporpaMM, KOTOp1,1e C)KaTl>Ie 

ynaKOBIIUIKaMH RJIH IIpOTeKTopaMH, KOTOpMe qacTO HCIIOJII,3YIOT 3JIOYMl>IIIIJieHHHKH ,LI.AA 

rrpe,11.oTBpameHIDI o6Hapy)KeHIDI Bpe,11.oHOCHoro rrporpaMMHoro o6ecrreqeHIDI. 

6. Ilpe,11.ocTaBJieHHe 3amHTI,I OT orraCHl>IX rrporpaMM PYTKHTOB, KOTOpl>Ie rrpe,11.ocTaBAAIOT 

3JIOyMMillJieHHHKaM H3 l1HTepHeTa HeorpaHHqeHHI,lli ,11.oczyrr K CHCTeMe, B TO )Ke BpeMj{ 

CKpI,IBM CBOe rrpHCYTCTBHe B onepa.QHOHHOH CHCTeMe. 

7. Bo3MO)KHOCTI, ,LI.AA pa3Jil{qHI,IX KaTeropHii yrp03 HaCTpaHBaTI, OT,LJ.em.Hl>Ie ypoBHH 

pearHpOBaHIDI KaK ,LI.AA 3amHTl>I, TaK H ,LI.AA o~eTHOCTH. 

8 . Bo3MO)KHOCTI, ,11.enaTI, HCKJIIOqeHIDI H3 CKaHHpoBaHIDI orrpe,11.eneHHl>IX q>aHJIOB, K0TOp1,1e 

He Bpe,11.0HOCHl>Ie, HO CKaHHp0BaHHe KOTOpl>IX M0)KeT npHBeCTH K 0TKJIOHeHIDIM B pa6oTe 

HJIH BJIIDITI, Ha rrpo,11.yKTHBHOCTI, CHCTeMI,I. 

9. Bo3MO)ICHOCTI, C03,LJ.aHIDI HCKJIIOqeHHH ,LI.AA o6mecHCTeMHl>IX rrpo.QeCCOB C .QeJII,10 

YJIYYJ:IllHTb CK0pOCTb pa60TI,I CHCTeMHMX CJiy)K6 H MHHHMH3Hp0BaTI, BMeIIIaTeJII,CTBO B 

rrpo.Qecc pa60Tl>1 OC. 

10. B03MO)KHOCTI, ocymecTBAATb rrpoBepKY 3arpy30qHI,IX ceKTopoB Ha HaJIHq:He BHpycoB B 

rnaaHoii 3arpy3o~oii 3aITHcH, B TOM q:HCJie HHTepg>eiica UEFI. 

11 . O6ecrreqeHHe aHTHBHPYCHOH 3amHTbl B pe)KHMe peanbHOro BpeMeHH. 

12. l1crrom,30BaHHe 3BpHCTHYJ:eCKHX TeXHOJIOrHii co6cTBeHHOH pa3pa60TKH BO BpeMj{ 

CKaHHpOBaHIDI. 

13. AHTHBHpycHoe CKaHHpOBaHHe no Tpe60BaHHIO IIOIT1,30BaTeAA HJIH a,LJ.MHHHCTpaTOpa H B 

C00TBeTCTBHH C rpag>HKOM. 

14. Mo,11.ym, 3allUfTI,I ,LJ.OKYMeHTOB, K0Top1,1e ,11.aIOT B03MO)KHOCTb rrpoBepj{TI, MaKpOCI,I 

Microsoft Office Ha HaJIHYJ:He Bpe,11.oHocHoro Ko,11.a. 

15. B03M0)KH0CTI, CKaHHpOBaHIDI g>aiiJIOB BO BpeMj{ 3arrycKa OC. 

16. Bo3MO)KH0CTI, CKaHHp0BaHIDI WMI H CHCTeMHOro peecTpa, Bcex pa3,ll.eJIOB H 

rro,11.pa3,11.enoB, qTo o6ecrreq:HBaeT 3allUf1Y OT Bpe,11.oHocHoro nporpaMMHoro Ko,11.a H 

3JIOHaMepeHHblX CCbIJIOK, K0T0pbie pacrrpocTpaHjllQTCj{ B BH,LJ.e ,11.aHHl>IX. 

17. HaJIHYJ:He BCTpOeHHoro HHCTpyMeHTa, qm 061,e,LJ.HHj!eT HeCK0ID,KO YTHJIHT ,LI.AA 0q:HCTKH 

ocTaTKOB CJIO)KHI,IX ycTOHq:HBbIX yrp03, TaKHX KaK Conficker, Sirefef, Necurs H ,11.pyrHX 

18. CKaHHpOBaHHe KOMITI,IOTepa B HeaKTHBHOM C0CT0IDIHH. 

19. Bo3MO)KHOCTb orrpe.n:eneHIDI rro,11.po6Hl>1x rrapaMeTp0B pa60Tu1 aHTHBRpycHoro cKaHepa, 

TaKHX KaK orrpe,11.eneHHe 061,eKTOB H MeT0,11.0B CKaHRp0BaHIDI, B03MO)KHOCTb ycTaH0BKH 

MaKCRMam.Horo pa3Mepa Ii BpeMeHH CKaHHpOBaHIDI q>aiina, MaKCliMaJibHM rny6HHa 

BJIO)KeHIDI apXHBa Ii C03,LJ.aHHe HCKJIIOqeHHii. 

20. l1crrom.30BaHHe 64-6HTHOro Mpa ,LI.AA CKaHHpOBaHIDI, qTo yMeHblllaeT Harpy3KY Ha 

CHCTeMY H 1103BOAAeT c,11.enaTb caMl>Ie 6bICTpbie Ii 3g>g>eKTHBHl>Ie CKaHHpOBaHIDI. 

21 . Bo3MO)KHOCTh HCII0IT1,30BaHIDI TeXHOJIOrHii MalllHHHoro 06yqeHID1 ,LI.AA 6onee 

y rny6neHHOro aHaJIH3a KO,LJ.a C .QeJiblO BI,rnBJieHIDI Bpe,11.0HOCH0ro IIOBe,LJ.eHIDI Ii 

xapaKTepHCTHK Bpe,11.oHocHoro rrporpaMMH0ro o6ecrreqeHIDI. 

22. Mo,11.ym, 3allUfTl>l OT 3KCITJIOHTOB, KOTOpl>IH o6ecrreq:HBaeT 3allUf1Y OT yrpo3, crroco6HblX 

HCII0Jib30BaTh Yj{3BHM0CTH pa3JIH~I,IX rrpHJIO)KeHHii, TaKHX KaK Java, Flash Ii ,11.pyrHX 

23. Mo,LJ.ym., KOTOpbIH rny6oKO aHaJIH3HpyeT 3arrymeHHl>Ie rrpouecCbl H HX ,LJ.ej!TeJibHOCTb B 

cpaiinOBOH CHCTeMe, qm o6ecrreYJ:HBaeT ,11.0IIOJIHHTeJibHblli ypoBeHb 3amHTI,I OT rrporpaMM 

BbIMOraTeneii (ransomware). 

24. Mo,11.y m, CKaHHpOBaHIDI orrepaTHBHOH IIaMj{Tli, KOTOpMii crroco6HMH 0TCJie)KHBaTI, pa6ozy 

ITO,lJ.03pHTem.HblX 3arrymeHHl>IX rrpo.QeCCOB, qTo 1103BOAAeT rrpe,11.0TBpaTHTI, 3apa)KeHHe 



,n:a)Ke TIIJ,aTeJil>HO 3ammppoBaHHhIMH H CKpbIThIMH yrpo3aMH. 
25. Ha.rrwrne CHCTeMhl o6Hapy)KeHIDI BTOp)KeHlrn (HIPS), KOTOpWI OTCJie)KHBaeT 3anycK 
nporpaMM H H3MeHeHIDI B CHCTeMHOM peecrpe H 3aIIJ,HIIJ,aeT KOMIIblOTep OT Bpe,n:OHOCHblX 
nporpaMM H He)KeJiaTeJibHOH aKTHBHOCTH. 
26. Bo3MO)KHOCTh C03,D;aBaTh co6cTBeHHhle npaamia JJ:JUI KOHTPOJUI 3anyIIJ,eHHbIX npou;eccoB, 
HCnOJIIDieMhIX <paiiJIOB H pa3,n:eJIOB peecrpa. 
27 . .[J:onoJIHHTeJihHWI npoaepKa 3arryIIJ,eHHhIX npou;eccoa B 06Jia11HoM perryrnu;HOHHOM 
cepaHce. 
28. Bo3MO)KHOCTb HHTerpau;HH 3aIIJ,HTbl pa6oqJ{X CTattu;HH H cepBepoB C 06Jia11HOH 
neco11HHu;eii (npH Ha.rrwrnH .n:onOJIHHTeJil>HOH JIHu;eH3HH) 6e3 Heo6xo,n:HMOCTH ycTaHOBKH 
,D;OnOJIHHTeJil>HbIX nporpaMMHblX npo,D;yKT0B. 
29. ABTOManrqeCKWI aHTHBHpycHWI npoeepKa CMeHHhIX HOCHTeJieM. 
30. Hrum~e HHCrpyMeHTa, KOTOpbIB CMO)KeT ocyIIJ,eCTBJUITI, KOHTPOJib no,n:KJIJOqeHIDI K 
pa6oqeii CTaHu;HH CMeHHbIX HOCHTeJieii rryTeM C03,n:aHIDI npaBHJI ,n:ocryna, a HMeHHO 
6JIOKHpOBKa, pa3pemeHHe, TOJibKO qTeHHe, qTeHHe H 3aIIHCb, npe,n:ynpe)KJJ:eHHe. 
31 . B03M0)KH0CTb ocyIIJ,eCTBJUITb KOHTpom, no,n:KJIJOqeHIDI K pa6oqeii CTaHu;HH BHeIIIHHX 
ycrpoiicTB no THrry ycrpoiicrna, no npOH3BOJJ:HTeJIIO, MO,n:eJIH HJIH cepHHHOMY HOMepy 
ycrpoiicrna. 
32. Bo3MO)KHOCTb C03,n:aBaTh rpyIIIIbI pa3peIIIeHHbIX HJIH 3arrpeIIJ,eHHhIX BHeIIIHHX ycrpoiicTB. 
33. B03MO)KH0CTb 3anpew,aTb HJ1H pa3peman, nO,D;KJIIOqeHHe BHeIIIHHX ycrpoiicTB KaK JJ:JUI 
BCex, TaK H JJ:JUI OT,n:eJihHbIX nOJib30BaTeJieii HJIH rpynn Windows HJIH JJ:OMeHa. 
34. Bo3MO)KHOCTb 3a,n:aBaTh BpeMeHHhie HHTepBa.Jlbl, qTo n03BOJUieT 6oJiee rH6Ko 
HacrpaHBaTh npaBHJia KOHTPOJUI ycrpoiicTB. 
35. O6ecneqeHHe ,n:onoJIHHTeJibHoro ypoBIDI JaIIJ,11n.1 noqmaoro rpa<pHKa Ha pa6oqeii 
CTattu;HH rryTeM HHTerpau;HH B noqTOBbIB KJIHeHT C B03MO)KHOCTblO npoBepKH POP3, 
POP3S, SMTP, IMAP H IMAPS H npoaepKH noqToa1,1x BJIO)KeHHii, oco6eHHo Ha Tex ITK, 
KOTOpble BpeMeHHO HJIH nOCTOHHHO HaXOJJ:jlTCH 3a npe,n:eJiaMH KOpnopaTHBHOH ceTH. 
36. Bo3MO)KHOCTb aBTOMaTlfqeCKH YJJ:rufflTh HJIH nepeMeIIJ,aTh 3apa)KeHttylO noqry B 
YKa3aHHbIB KaTaJIOr B noqTOBOM KJIHeHTe. 
37. HaJilfqHe MOJJ:YJUI 3aIIJ,HTbl OT cnaMa co6cTBeHHOH pa3pa6oTKH C B03MO)KHOCThlO 
HHTerpau;HH B noqTOBblH KJIHeHT, qTO o6ecneqHBaeT ,n:onOJIHHTeJihHblH ypoBeHb 3aIIJ,HTbl 
OT cnaMa, oco6eHHO Ha Tex ITK, KOTOphle BpeMeHHO HJIH nocTOHHH0 HaXOJJ:HTCH 3a 
npe,n:eJiaMH KOpnopaTHBHOH ceTH. 
38. Bo3MO)KH0CTh HCnOJib30BaTh 6eJihle H qepHhle CIIHCKH cnaM-a,n:pecaTOB KaK 
IIOJI1,30BaTem,cKHe (rH6KWI rrepCOHa.JIH3au;IDI HHTeJIJieKrya.JlbHOro crraM-MOJJ:YIDI), TaK H 
rno6a.JlbHhie, HH(pOpMau;IDI K KOTOpbIM npHXOJJ:HT c cepBepoB o6HOBJieHIDI. 
39. O6ecneqeHHe ,D;0n0JIHHTeJibHOro ypoBIDI 3al.lUiThI I11nepHeT-rpa<pHI<a rryTeM npoBepKH 
HTTP, HTTPS rpa<pHI<a, qTo rro3BOJUieT He TOJil>KO 6JioKHpoaaTh <paiiJihl, KoTOphle 
rrepe,n:aIOTCH 3THMH IIpOTOKOJiaMH, HO H 6JIOKHpOBaTh a,n:peca TaKHX orraCHbIX pecypcoB, 
KaK <pHIIIHHrOBble cai1Thl, cepaephl 6oTHeTOB, KOMaH,n:Hn1e (C&C) cepaepbl APT, a TaK)Ke 
cepaephl, KOTOphle pacrrpocrpaIDIIOT yrpo3hl KJiacca «ransom ware». 
40. Bo3MO)KHOCTI, C03,D;aHIDI CIIHCKOB 3a6JIOKHpOBaHHbIX, pa3pemeHHbIX HJIH HCKJIIOqeHHblX 
H3 rrpoaepKH URL-a,n:pecoa. 
41. Bo3MO)KHOCTb 6JIOKHpOBaTh 3arpy3KY H3 I1HTepHeTa <paiiJIOB ITO YKa3aHHOMY 
pacIIIHpeHHIO, oco6eHHO Ha Tex ITK, KOTOpble BpeMeHHO HJ1H IIOCT0HHHO HaXOMTCH 3a 
rrpe,n:eJiaMH KOprropaTHBHOH ceTH. 
42. Bo3MO)KH0CTb rrpoBepKH rrpOTOKOJia SSL KaK B aBTOMaTIReCKOM, TaK H B HHTepaKTHBHOM 
pe)KHMax. 
43 . IIpoaepKa ,n:eiiCTBHTeJil>HOCTH H u;eJIOCTHOCTH cepTH(pHKaTOB SSL-rpa<pHKa. 
44. Bo3MO)KH0CTb yrrpaBJUITb CIIHCKaMH ,n:oBepeHHblX cepTHC}>HKaTOB H cepTH(pHKaTOB, 
HCKJIIOqeHHhIX H3 rrpoaepKH, a TaK)Ke B03M0)KH0CTb BbI6opa ,n:eiiCTBIDI rrpH onpe,D;eJieHHH 
cepTH(pHKaTa He,n:eiiCTBHTeJil>HblM, Heorrpe,n:eJieHHbIM HJIH IIOBpe)KJJ:eHHbIM. 



45. HaJIWrne ,n:onomrn:TeJil,HOro MO.D:Yllil, KOTOpblli n03BOIDieT 3arrycKaTh 6pay3ephl B 
3aIIunn:eHHOM pe)KHMe C u;em,IO 6n01rn:poBaHID1 nOIIhITOK BMeI.IIaTeJil,CTBa B o6naCTh 
naWirn: 6pay3epa H co,n:ep)KHMOro ero OKOH, a TaIOKe .n:onOJIHHTeJihHOH 3aID:HThl 
KpHrnqecKHX MHTepHeT-coemrneHHH, TaKHX KaK MHTepHeT-nJiaTe)KH H l1HTepHeT-6aHKHHr H 

T . .r(. 
46. Bo3MO)Klf0CTh C03.r(aHIDI HcKJIIOqeHHH no npoaepKe TPa<lmKa .r(IDI OT,L{eJibHhIX nporpaMM H 
0T,n:em,H1,IX IP-061,eKToB (IP-a,n:pecoa, ,n:Harra3oHoB IP-a,n:pecoa, no.n:ceTeii). 
47. HarrHqlfe nepcoHaJihHOro 6paH.n:May3pa .rlllil ocymecTBnemrn ceTeaoii qmm,TPaumi: H 
3alI(HThl KaK OT BHel.IllIBX, TaK H OT JIOKaJihHhIX ceTeBhIX aTaK. 

48. HaJIWrne B nepcoHam,HoM 6paH,L{May3pe HHTepaKTHBHOro pe)KHMa, qrn npe,n:OCTaBIDieT 
rro,n:po6eyIO HHq>OpMaJ.zy[IO O HOBOM HeH3BeCTHOM ceTeBOM coe,n:HHemrn H ,n:aeT 
B03MO)Klf0CTI, He TOJil,KO C03,[(aBaTh Ha I1K HOBOe npaBHJIO ceTeBOH q>HJII,TPaumi: ,[(JUI 
o6Hapy)KeHHoro coe.rcHHeHIDI, HO H YKa3hIBaTh no,n:po6Hble HaCTPOHKH ,[(IDI Hero. 
49. HarrHqHe B nepCOHaJibHOM 6paH.L{May3pe pe)KHMa o6yqeHIDI, qTQ n03BOJUleT 
a,n:MHHHCTPaTOpy y,n:arreHHO HaCTPaHBaTh pa3peI.IIHTeJil,Hhie npaBima .r(JUI ceTeBhIX 
rrpHJIO)KeHHH H o6opy ,[(OBaHIDI. 
50. HaJIWrne pe,n:aKTopa npaBHJI, qTo n03BOIDieT He TOJil,KO pe,n:aKTHpOBaTh C03.L{aHHhie 
npaBHJia, HOH ynpaBJUITh BCTPQeHHhlMH npaBHJiaMH, KOTOpbIX ,[(OCTaTOqffO ,[(JUI 
nepBHqHoH TII(aTeJil,HOH 3alI(HThl OT HeCaHKD:HOHHpOBaHHhIX ceTeBhIX coe,n:HHeHHH H 

JIOKam,HI,IX ceTeBhIX aTaK. 

51 . Bo3MO)Klf0CTh C03,LlaHIDI npaBHJI ceTeBOH q>HJihTPau;HH .r(IDI KOHKpeTHhlX nporpaMM H 
cepBHCOB. 
52. Bo3MO)KlfOCTh co3,n:aHIDI ,[(IDI nepcoHam,Horo 6paH,n:May3pa pa3JIHqHb1x npoqmrreii, 
KOTOp1,1e MOryT aBTOMaTifqeCKH nepeKJIIOqaTbCH, B 3aBHCHMOCTH OT Toro, K KaKOH ceTH 

rro,n:KJIIOqeH KOMIIhIOTep. 
53. Bo3MO)Klf0CTh HCnOfil30BaTb B nepcoHam,HOM 6paH,n:May3pe ,n:onOJIHHTefileyIO 
ayTeHTH<pHKaI.J;HIO cern c u;en1,10 npe,n:oTBpameHIDI HecaHKI.J;HOHHpoBaHHoro 
no,n:KJIIOqeHIDI I1K K HeH3BeCTHhIM onaCHbIM ceTHM. 

54. HaJIWrne .n:onOJIHHTeJil,HOro <l>YHKUHOHarra nepcoHam,Horo 6paH,n:Mappa, qrn n03BOJUleT 
rrpocMaTPHBaTh BCIO no,n:po6eyIO HHq>OpMaI.J;HIO no BCeM HMeIOII(HMCH ceTeBhIM 
coe,n:HHeHIDIM, a TaIOKe npe,n:ynpe)K,[(aTh nOJih30BaTeJUI O no,n:KJIIOqeHHH K He3alI(HII(eHHOH 

cern Wi-Fi. 
55. B03M0)Klf0CTh HaCTPOHKH ,n:onOJIHHTeJil,HhIX napaMeTPOB MO.D:Yllil CHCTeMhl o6Hapy)KeHIDI 
BTOp)KeHlfH (IDS) C u;em,IO BhrnBJieHIDI pa3JIHqHl,IX THnOB B03M0)KHI,IX ceTeBhIX araK Ha 

KOMIIhIOTep. 

56. Bo3MO)Klf0CTI, HCnOJil,30BaHIDI TeXHOJIOrHH, KOTOP~ o6ecneqHBaeT 3ammy OT yrpo3 
nma «6oTHeT». 
57. 3amHra YH3BHMOCTeH ceTeBoro npoTOKOJia, qTo ynyqmaeT BhrnBJieHHe yrp03, KOTOp1,1e 
Hcnorr1,3y10T He.rcocraTKH ceTeBhlx npoTOKOJIOB, TaKHX KaK SMB, RPC, RDP H ,n:pyrnx 
58. HarrHqlfe BHe,n:peHHhIX MeT0,[(0B BhffiBJieHIDI pa3JIHqHI,JX aTaK, KOTop1,1e nhITaIOTCH 
HCnOJih30BaTh YH3BHMOCTH nporpaMMHOro o6ecneqeHIDI H npe.n:ocTaBHTh 6onee 
rro.n:po6eyIO HHq>OpMau;HIO 06 H,[(eHTH<pHKaTOpax CVE. 
59. B03M0)Klf0CTh npocMaTPHBaTh Ha IIK aBTOMaTlfqeCKH 3a6rrompoBaHHhie ceTeBhle 
coe,n:HHeHIDI H npH Heo6XO,[(HMOCTH BpeMeHHO pa3pemaTb KOHKpeTHhle 6e3onaCHbie 
ceTea1,1e coe,n:HHeHIDI. 
60. HaJIIfqHe .n:onOJIHHTeJII,HOrO <l>YHKD:HOHaJia nepcoHam,Horo 6paH,n:May3pa, qrn .rcaeT 
B03MO)KH0CTh npocMaTPHBaTh Ha IIK nepeqeHI, 3a6rrompoBaHHhIX IP-a.rcpeCOB, 
rrpe,n:OCTaBJUleT HHq>OpMau;HIO O npHqlfHax norra,n:aHIDI B qepHblli CIIHCOK H II03BOIDieT 

c.rcenaTh HCKJIIOqeHIDI ,[(JUI KOHKpeTHhIX 6e3onaCHhIX a,n:peCOB. 
61. HarrHqHe .rconoJIHHTeJihHOro <pyHKD:HOHaJia nepCOHaJihHOro 6paH,n:May3pa, KOTOpbIH 
crroco6eH o6Hapy)KHBaTh Te H3MeHeHIDI B ceTeBbIX rrporpaMMax, KOTop1,1e nOBJieKJIH 3a 
co6oH HOBhle HeCaHKu;HOHHpOBaHHhie ceTeBhie coe.rcHHeHIDI. 



62. <l>Hm,rpaUIDI I11neptteT--rpaqnn<:a. 

63. Harrwrn:e MO.ZlYIDI Be6-KOH'fPOJUI, t.J:TO Il03BOJUieT orpaHHt.J:HBaTb .uocryn K onpe.uerreHHI,IM 

KaTeropIDIM caifTOB. 

64. 27 KaTeropHH cpHJihT{)aUHH I1HTepHeT--rpacpHKa, B KOTop1,1x pacnpe.uerreHhl 6orree 100 
no,nKaTeropHH, a TaIOKe B03M0)KH0CTI, C03,naBaTh rpynn1,1 no KaTeropIDIM H 

IlO,ZlKaTeropIDIM. 

65. Bo3MO)KHOCTb C03,n:aaaTI, rrpaBirna <PIDI&TJ)au1rn I1HTepHeT-TJ)acpHKa .Zlllil pa3HI,IX 

noJII,30BaTerreif H rpynn OC Windows rum .uoMeHa. 

66. B03M0)KH0CTI, 3a,naBaTh BpeMeHHI,Ie HHTepBaJII,I, t.J:TO Il03BOJUieT 6orree rH6Ko 

Hac-rpaHBaTh npaBHJia Be6-<l>HJII,TPaUHH. 

67. PernaMeHTHOe o6HOBJieHHe BHPYCHI,IX 68.3 He Mettee 24 pa.3 B cyTKH. 

68. Tionyt.J:eHHe o6HOBJieHIDI KJIHeHTOB H3 JIOKaJII,HOfO xpaHHJIHI.Ua Ha cepBepe, t.J:TO II03BOJUieT 

IlO,Zl,Zlep:»arnaTh aKryaJII,HOCTI, aHTHBHpycHOH 3aIIUITM B 3aKphIThIX H30JIHpOBaHHI,IX cernx, 

y KOTOphIX HeT .uocryrra K ceTH HHTepHeT. 

69. B03MO)KHOCTI, C03,ZlaHIDI 3epKarra o6HOBJieHHH Ha OCHOBe pemeHHH .D:llil 3arn:HThI 

KOHet.J:HI,IX TOt.J:eK. 

70. Bo3MO)KH0CTb rronyt.J:eHIDI o6HOBJieHHH BHpyCHhIX 6a3 H3 pe3epBHhIX HCTOt.J:HHKOB, ecrrH 

OCHOBHOH HCTOt.J:HHK o6HOBJieHIDI 6y,n:eT He,n:OCTIDKHM. 

71. Bo3MO)KH0CTI, .D:llil nopTaTHBHI,IX KOMilhlOTepoB rronyt.J:aTh o6HOBJieHIDI C cepBepoB 

rrpOH3BOJJ:HTeJUI OHJiaHH, B cnyt.J:ae HaXO)K,ZleHIDI 3a rrpe,n:enaMH KoprropaTHBHOH ceTH. 

72. 0TKaT o6HOBJieHHH C B03M0)KHOCTblO BepttyThCR K rrpe,n:1,1.n:yIIUIM BepcIDIM 6a3 BHPYCHI,IX 

CHrnaryp H MO,n:yrreif o6HOBJieHIDI H B03MO)KHOCTblO BpeMeHHO npHOCTaHOBHTh 

o6HOBJieHIDI IDIH YCTaHaBJIHBaTI, HOBbie Bpyt.J:ttylO. 

73. B03M0)KH0CTI, o6HOBJieHIDI B pe)KlfMe rronyt.J:eHIDI peryIDipHMX, TeCTOBI,IX H OTJIO)l(eHHI,IX 

o6HoarreHHH. 

74. Httc-rpyMeHThl MOHHTOpHHra, oueHKH COCTOj{HIDI 6e30ilaCHOCTH H pearnpoBaHHe: 

75. Harrwrn:e MexaHH3Ma KOH'fPOJUI 3a COCTORHHeM 6e3onacHOCTH H aKryaJII,HOCThlO 

o6HoBrreHHif OC. 
76. HaJIHt.J:He HHCT{)yMeHTa .D:llil ,n:HarHOCTHKH CHCTeMhI, KOTOphrn MO)l(eT C03.D:aBaTh CHHMKH 

COCTORHIDI orrepauHOHHOH CHCTeMM .D:llil ,ZlaJihHeifmero rny6oKO aHaJIH3a pa3JIHt.J:HI,IX 

acrreKTOB pa60TI,I onepaUHOHHOH CHCTeMhI, BKJIIOt.J:M 3anymeHH1,1e npouecc1,1, KOHTeHT 

peec-rpa, ycrnttoBrreHHoe TIO, ceTeB1,1e coe.uHHeHIDI. 

77. B03M0)KH0CTI, orrpe,n:erreHIDI ypOBHR KpHTHt.J:HOCTH ( onaCHhIB, HeH3BeCTHI,IH, 

MaJIOH3BeCTHI,IH, 6e3orracHhrn) 3Hat.J:eHHH pa3JIHt.J:HI,IX rrapaMeT{)OB orrepaUHOHHOH 

CHCTeMI,I C ueJII,IO BI,rnBJieHIDI HeCaHKUHOHHpOBaHHI,IX H onaCHhIX H3MeHeHHH B 

onepaUHOHHOH CHCTeMe. 

78. B03MO)KHOCTI, cpaBHHBaTh pa3JIHt.J:HI,Ie CHHMKH COCTORHIDI CHCTeMhI C ueJII,IO 

o6Hapy)l(eHIDI H3MeHeHHH, KOTOp1,1e rrpOH30llIJIH B CHCTeMe 3a orrpe,n:erreHHOe BpeMR. 

79. Bo3MO)KH0CTI, C03,n:aaaTh H y,n:arreHHO 81,IIlOJIHRTI, CKpHilTI,I, t.J:TO II03BOJIHT Ha y,n:arreHHOM 

ITK ocTaHaBJIHBaTh 3anymeHHMe rrpouecc1,1 H cny)l(61,1, y,n:aJUITh BeTKH peec-rpa, 

6noKHpoBaT1, ceTeB1,1e coe,n:HHeHIDI. 

80. JloKaJII,HOe xpatteHHe ~pHaJIOB Ha pa6ot.J:HX CTaHUIDIX. 

81 . HaJIHt.J:He IIJiaHHpOBII1:HKa 3a,n:at.J:, KOTop1,rn II03BOJIHT C03,n:aBaTh 3anJiaHHpOBaHHI,Ie 3a,n:at.J:H, 

cpe,n:H KOTOphIX 3anycK BHellIHeif nporpaMMI,I, npoaepKa cpaHJIOB npH 3anycKe CHCTeMhI, 

C03,n:aHHe CHHMKa COCTORHIDI CHCTeMhI, rrpoBepKa KOMill,IOTepa, o6HOBJieHHe BHPYCHhIX 

68.3 H MOJJ:YJieH nporpaMMhl. 

82. Bo3MO)KH0CTh rrrraHHpoBaHIDI 3a,n:aq, KOTop1,1e 6y,n:yT 3anycKaThCR OJJ:HOKparno, 

nepHOJJ:Ht.J:eCKH, a TaIOKe rrpH ycrrOBHH B03HHKHOBeHIDI KOHKpeTHhIX co6MTHH. 

83. Bo3MO)KH0CTI, C03JJ:aHIDI B IIJiaHHpoamHKe HeCKOJII,KHX OJJ:HOTHilHl,lX 3a,n:at.J: C pa3HOH 

rrepHOJJ:Ht.J:HOCTI,IO HJIH pa3HI,IMH ycrrOBIDIMH 3anycKa. 

84. Bo3MO)KHOCTh co3,n:aHID13arpy3ot.J:Horo ,n:HcKa KaK Ha CD-, TaK H USB-HocHTeJUix c 

ycTaHOBJieHHI,IM aHTHBHPYCHhIM npo,n:yKTOM. 



85. Bo3MO)KHOCTI, 3amHTbl rrapoJieM rrapaMeTJ)0B pemeHIDI .[{JUI 3amHTI,I K0HeqJI0H TOtJKH. 
86. Hrurntrne pe:>KHMa rrepeorrpe.ri:eJiemrn II0JIHTHKH, 1IT0 .ri:aeT CHCTeMH0M)' a,[{MHHHCTJ)aTopy 
BpeMeHeyro BO3MO)KHOCTI, H3MeIDITI, Ha IlK Te HaCTJ)OHKH aHTHBHpycHoro TIO, KOTOpbie 

Ha3Ha1IaIOTC.sI IIOJIHTHKOH H He,[{0CTH:>KHMbie .[{JUI pe.[{aKTHp0BaHIDI, c ueJiblO rH6KOH 
HacTpoifKH aHTHBHpycHoro TIO B crreumpH1IecKoif cpe.ri:e. 
87. f'pacpH1IeCKHH HHTepcpeiic, COBMeCTHMbIB c ceHCOpHbIM 3KpaHOM BbICOKOro pa3pemeHH.sI. 

88. Bo3MO)KHOCTI, rH6KO HaCTJ)aHBaTb yBe.[{0MJieHIDI H coo6meHH.sI 0 co6blTH.sIX Ha pa601IeM 
CTOJie IIOJib3OBaTeJUI. 

89. Bo3MO)KHOCTI, y.ri:aJieHHOH ycTaHOBKH Ha KJIHeHTCKYIO pa6o-qyro CTaHUHIO. 
90. Bo3MO)KHOCTh npe.ri:ycTaHOBKH Ha OT,[{eJII,HI,IX IIK HJIH B o6pa3e VDI C IIOMom1,ro 
KOMIIJieKCHOro HHCTaJIJUITOpa, 1ITO IIO3BOJIHT coe.n;HIDITbC.sI C cepaepoM ynprumeHIDI cpa3y 

IIOCJie IIO,[{KJII01IeHH.sI K ceTH HJIH 3arrycKa B cpe.ri:e VDI. 
91. B03M0)KH0CTh pa3pemHTh o6HOBJieHHe KOMIIOHeHTOB B aBTOMaTH1IeCKOM pe:>KHMe, 1ITO 
II03BOJUleT 3arpy3HTI, H ycTaH0BHTh KOMIIOHeHThI 6e3 BMemaTeJibCTBa a,[{MHHHCTJ)aTOpa 
HJIH IIOJib3OBaTeJUI. 

92. Bo3MQ)KJIQCTI, o6HOBJieIDUI K0MIIOHeHTOB B PYqJI0M pe:>KHMe, 1ITO II03B0JI.sieT o6HOBJI.sITI, 
KOMIIOHeHTI,I Ha HeyrrpaBJI.sieMbIX pa601IHX CTaHUH.sIX. 

93. Bo3MO)KJIOCTI, o6HOBJieHIDI HeKOTOpbIX K0MIIOHeHTOB 6e3 Heo6XO.[{HMOCTH rrepe3arpy3KH 
,[{JI.sl Ha1IaJia q>yHKUHOHHpOBaHIDI. 
94. Tio.ri:.ri:ep)l(J(a pa60Tbl rrporpaMM, KOTOpbie pa60TaIOT B IIOJIH03KpaHHOM pe:>KHMe, C 
B03MO)KH0CThlO CKpbITh ace coo6meHH.sI OT aHTHBHPYCHOro TIO. 
95. "B aHTHBHpycHOM rrpo.ri:yKTe ,[{OJI)KJII,I HCIIOJib30BaThC.sI He 3aHMCTB0BaHHbie, a 
co6cTBeHHb1e TeXHOJI0rH1IeCKHe pa3pa6oTKH .[{JUI 3q>q>eKTHBHOH pa60TI,I BCex 0CHOBHbIX 
MO.[{yJieif H cepBHCOB. HarrpHMep: 
- .s1.ri:po o6Hapy)l(eHIDI, 1ITO co.ri:ep:>KHT MHO)l(eCTBO aKTyaJibHblX MeT0,[{0B o6Hapy)l(eHH.sI, 
- o6Jia1IHbIH perryTaUHOHHbill cepBHC H CHCTeMa CBOeBpeMeHHOro o6Hapy)l(eHIDI, 
- TeXHOJIOrH.sI, 1ITO yMeHbmaeT BpeM.sI CKaHHpOBaHIDI H Harpy3KH Ha OC, 
- HHTeJIJieKTyaJibH0e .s1.ri:po aHTHCIIaMa, 
- TeXHOJIOrH.sI .[{JI.sl yMeHbilleHIDI HCIIOJib30BaHH.sI pecypcoB BHPTYaJibHOH cpe.ri:1,1." 
96. Bo3M0)KJIOCTh, KpOMe OCHOBHOro, YKa3aTb pe3epBHble cepaepa a,[{MHHHCTJ)HpOBaHH.sI. 
97. Hrurntrne HHCTJ)yMeHTa y.ri:aJieHHOro yrrpaBJieHH.sI. 
98. HH3KOe IIOTJ)e6JieHHe pecypcoB IIK aKryaJibHbIMH aHTHBHpyCHbIMH rrpo.ri:yKTaMH 
( COBMeCTHO C BCeMH rrpoueccaMH: rpaq>H1IeCKHH HHTepcpeifc, rrpouecc KOMIIJieKCHOM 
3amHTbI, CJIY)l(6a y.ri:aJieHH0ro a,[{MHHHCTJ)HpOBaIDUI): 50-100 ME orrepaTHBHOH rraM.sITH, 
2-35 % ueHTJ)aJihHoro rrpoueccopa. 
99. HaJIH1IHe MHOrD.sI3blqJI0rQ HHCTaJIJI.sITOpa, KOTOpbrn BKJII01IaeT B ce6.s1 B TOM 1IHCJie 
pyccKHii .sI3blK. 

100.TioMep)l(J(a OC: Microsoft Windows 7 (SPI); Microsoft Windows 8; Microsoft Windows 
8.1 ; Microsoft Windows 10; Microsoft Windows 11; Ubuntu Desktop 18.04 LTS 64-bit; 
Ubuntu Desktop 20.04 LTS; Ubuntu Desktop 22.04 LTS; Red Hat Enterprise Linux 7, 8 .; 
SUSE Linux Enterprise Desktop 15; Linux Mint 20; macOS 10.12 HJIH a1,Ime; Android 5 
(Lollipop) HJIH Bblille; 

3a,u,umo, cepaepoa 

1. ABTOMaTH1IecKoe orrpe.ri:eJieHHe poJieii cepaepa .D:JI.sI C03.D:aHIDI aBTOMaTH1IecKHX 
HCKJII01IeHHR ,[{JI.sl crre[Ulq>H1IeCKHX cpaRJIOB, rrarroK, IIpHJIO)l(eHHli, II03BOJI.sIIOmee 

MHHHMH3HpOBaTb BJIH.sIHHe Ha pa6ory cepaepHOH orrepaUHOHHOH CHCTeMbl. 
2. Tipe.ri:ocTaBJieHHe 3amHTbI OT Bpe.[{OHOCHbIX rrporpaMM, TJ)O.sIHCKOro TIO, KJiaBHarypHbIX 
mIIHoHoB, peKJiaMHoro TIO, q>HIDHHra, IDIIHOHCKoro TIO, pyTKHTOB, cKpHIITOB, 
IIOTeHUHaJibHOro He)l(eJiaTeJibHOro H orracHoro TIO. 
3. O6ecrre1IeHHe 3amHTbI B pe:>KHMe peaJibHOro apeMeHH. 



4. McnOJTh30BaHHe 3BpHCTHqecKIIX TeXHOJIOnrn BO apeMH CKaHHpOBaHlUl. 

5. AHTHBHpycHoe CKaHHpOBaHHe no TPe6oBaHHIO nOJTh30BaTeJUI HJIH a)],MHHHCTPaTOpa H 
cornacHo rpaqmey. 
6. CKaHHpOBaHHe Hyper-V Ha HaJIJfqfle BHpycoB, n03BOJUIIOII(ee CKaHHpOBaTb )],HCKH 
cepaepa Microsoft Hyper-V Server, TO ecTb BHPTYaJThHhie MaIIIBHbI (BM), 6e3 
He06XO)],HMOCTH ycTaHOBKH KalGIX-JIH6o areHTOB Ha COOTBeTCTBYIOII(HX BHPTYaJThHbIX 
MaIIIBHax. 
7. Mo)].yJTh 3all(HTbl )],OKyMeHTOB Microsoft Office, n03B0JUIIOII(HH npoaepSITb MaKp0Cbl Ha 

HaJIJfqfle ape)],OHOCHOfO KO)],a. 

8. 3all(HTa OT 3KCnJIOHTOB, KOTOpaSI o6ecneqfIBaeT 3all(Hzy OT yrpo3, cnoco6HbIX 
HCII0Jib30BaTh ySI3BHMocrn Java, Flash H 'ApyrHX rrpHJIO)l(eHHH. 
9 . .[(onOJIHHTeJThHbIH ypoBeHb 3all(HTbl nOJib30BaTeJieii OT nporpaMM-BbIMOraTeJieii 
KOHTPOJIHpyeT H ou:eHHBaeT ace nporpaMMbl Ha OCHOBe liX noBe)],eHHSI H perryTaU:HH. 
10. Bo3MO)l(H0CTb HHTerpaU:HH 3all(HTbl pa6oqliX CTaHU:Hii H cepaepoa C o6JiaqffOH 
necoqffilu:eii (npH HaJIHqfIH )],OnOJIHHTeJThHOii JIHU:eH3HH) 6e3 Heo6XO)],HMOCTH YCTaH0BKH 
'AOnOJIHHTeJThHbIX rrporpaMMHbIX npo)],yKT0B. 
11 . CKaHHpoaaHHe HHTepq>eiica UEFI - rrpoaepKa Ha HaJIHqfle ape)].OHOcHoro 
nporpaMMHoro o6ecneqeHJUl B rnaBHOH 3arpy3oqHoii 3aIIHCH. 
12. Bo3MO)l(HOCTb CKaHHpOBaHHSI q>aHJIOB BO BpeMH 3arrycKa onepaUHOHHOii CHCTeMbI. 
13. PacumpeHHbrli CKaHep naMHrn OTCJie)l(HBaeT H CKaHHpyeT n0)],03pHTeJThHbie npou:eCCbl, 
KaK TOJThKO OHM B03HHKalOT, qTO n03BOJUleT npe)],OTBparnTb 3apa)l(eHHe )],a)l(e Tll(aTeJThHO 

3aIImq>pOBaHHblMH H CKpbITbIMH yrpo3aMH. 

14. CKaHHpOBaHHe KOMIIblOTepa a HeaKTHBHOM COCTOHHHH. 
15. Bo3MO)l(HOCTb onpe)],eJieHHSI no)].p06HbIX napaMeTPOB pa60Tbl aHTHBHpycHoro CKaHepa, 
TaKHX KaK onpe)],eJieHHe ofrI,eKTOB H MeT0)],0B CKaHHpOBaHHSI, B03MO)l(HOCTb ycTaHOBKH 

MaKCHMaJThHOro pa3Mepa H BpeMeHH CKaHHpOBaHHSI q>aHJia, MaKCHMaJibHaSI rny6HHa 
BJIO)l(eHHSI apXHBa H C03)],aHHe HCKJIIOqeHJIH. 

16. ABTOMaTHqecKaSI aHTHBHpyCHaSI npoaepKa CMeHHbIX HOCHTeJieii. 
17. KOHTPOJTh CMeHHbIX HOCHTeJieii C B03MO)l(HOCTblO C03)],aHHSI npaBHJI no THrry 
ycTpoiicTBa, )].eiiCTBHSIM, H3fOTOBHTeJIIO, MO)],eJIH H cepHHHOMY HOMepy YCTPOHCTBa. 

18. HanHqHe HHCTPYMeHTa, KOTOpbrli CMO)l(eT ocyll(eCTBJISITb KOHTPOJTh no)],KJIJOqeHHSI K 
pafioqeii CTaHU:HH nepHq>epHHHbIX YCTPOHCTB rryTeM C03)],aHHSI npaBHJI )],0czyna no rnrry 
YCTPOHCTBa, no yp0BHIO )],Oczyna, no npOH3B0)],HTeJIJO, MO)],eJIH HJIH cepHiiHOMY HOMepy 

YCTPOHCTBa. TipaBHJia MoryT 6bITb C03)],aHbI KaK )],JUI Bcex, TaK H )],JUI OT)],eJibHbIX 
noJTh30BaTeneii HJIH rpynn Windows. 
19. HaJIHqfle CHCTeMbI o6Hapy)l(eHJUl BTOp)l(eHHH (HIPS), 3all(HlllaJOII(eii KOMIIblOTep OT 
Bpe'AOHOCHbIX nporpaMM H He)l(eJiaTeJlbHOii aKTHBH0CTH. TaK)l(e 3T0T M0'AYJib C0.l(ep)l(HT 
MacTep )],JUI C03)],aHHSI npaBHJI H pe)],aKT0p npaBHJI )],JUI KOHTPOJUI 3arryll(eHHbIX 
rrpou:eccoB, HCil0JTh3YeMbIX q>aiiJIOB H pa3)],eJI0B peecTPa. 
20 . .[(onoJIHHTeJibHaSI npoaepKa 3arryll(eHHb1x npou:eccoa B o6naqHoM perryTaU:H0HH0M 
cepaHce. 
21 . O6ecneqeHHe 3all(HTbI noqroaoro KJIHeHTa Ha pafioqeii CTaHUHH C B03MO)l(HOCTblO 
HHTerpau:HH B noqTOBbiii KJIHeHT, npoaepKa POP3, POP3S, SMTP, IMAP H IMAPS H 
o6ecneqeHHe npoaepKH noqToBbIX BJimKeHHH. 
22. Bo3M0)1(H0CTb aBTOMarnqecKH y.l(aJUITb HJIH nepeMell(aTb 3apa)l(eHHylO noqzy B 
YKa3aHHblli KaTaJIOr B noqT0B0M KJIHeHre. 
23. TipoaepKa HTTP, HTTPS TPaq>HKa •C B03MO)l(H0CTbJO C03)],aHHSI nHceM HcKJIJOqeHHbIX H3 
npoaepKH, 3a6JIOKHpOBaHHbIX H pa3pemeHHbIX URL. 
24. Bo3MO)l(H0CTb 6JIOKHpOBaTb 3arpy3KY H3 MHTepHeTa cpaiiJIOB no YKa3aHHOMY 
pacumpeHHJO. 
25 . Bo3MO)l(HOCTb npoaepKH np0T0K0Jia SSL H npoaepKH II0.l(JIHHH0CTH H u:eJI0CTHOCTH 
cepTHq>HKaTOB. Bo3M0)1(HOCTb ynpaBJieHHSI CilHCKaMH )],0BepeHHbIX ceprnq>HKaTOB H 



ceprnq>HKaTOB HCKJIIO"lleHHI,IX H3 npoBepKH, a TaIOKe B03MO)J(HOCTb BbI6opa neifoTBIDI 

npH onpenerreHHH ceprnq>HKaTa tteneii:crny10rn;HM, tteonpenerreHHhIM HJIH 

IIOBpe)K)J;eHHI,IM. 

26. Bo3MO)J(H0CTb C03):J;aHIDI HCKJIIOqeHHM H3 npoBepKH rpacpHKa )];JUI OT)];eJibHbIX nporpaMM 

H oTnerrhHhIX IP-o6'heKTOB (IP-anpecoB, nHana3oHoB IP-anpecoB, nonceTeii:). 

27. B03MO)J(HOCTb HaCTpOMKH )];OIIOJiHHTeJibHbIX napaMeTpOB MO)];y JUI CHCTeMbI 

o6Hapy)KeHIDI BTOp)KeHHM (IDS) )];JUI BbUIBJieHIDI pa3JIH"CJHbIX THIIOB B03MO)J(HblX ceTeBblX 

aTaK Ha KOMIIblOTep. 

28. Bo3MO)J(HOCTb HCIIOJib30BaHIDI TeXHOJIOrHH, o6ecne"CJHBaIOIIJ;eM 3arn;Hzy OT yrpo3 THIIa 

«60THeT». 

29. 3arn;HTa YR3BHMOCTeH ceTeBoro rrpoT0K0Jia, yeyqillaJOIIJ;aR o6Hapy)KeHHe yrpo3, 

HCIIOJib3YIOIIJ;HX ttenocTaTKH ceTeBbIX npoToKorroa, TaKHX KaK SMB, RPC, RDP H 

npyrHX 

30. PernaMeHTHOe o6HOBJieHHe BHpycHblX 6a3 He Mettee 24 pa3 B cyTKH. 

31. noeyqeHHe o6HOBJieHIDI KJIHeHTOB H3 JIOKaJibHOro 3epKarra Ha cepBepe. 

32. Bo3M0)J(HOCTb C03,D;aIDUI 3epKana o6H08'JleH:IDI cpencTBaMH aHTHBHpYCH0ro no. 

33. Bo3MO)J(HOCTb o6HOBJieHIDI BHPYCHbIX 6a3 H3 pe3epBHblX HCTOqHHK0B, eCJIH OCHOBHOH 

HCTOqHHK o6HOBJieHIDI 6yneT He)];OCTYIIHbIM. 

34. OTKaT o6HOBJieHHii C B03MO)J(HOCTblO BepttyTbC.sI K npe)];bl)];YIIJ;HM BepcIDIM 6a3 BHPYCHblX 

CHrttazyp H Monyrreii: o6HOBJieHIDI, H B03MO)J(HOCTblO BpeMeHHO npHOCTaHOBHTb 

o6HOBJieHIDI HJIH ycTaHaBJIHBaTh HOBble BPY11HYIO. 

35. Bo3MO)J(H0CTh o6HOBJieHIDI B pe)KHMe IIOJIY"lleHIDI peryJU1pHbIX, TeCTOBbIX H 

OTJIO)KeHHbIX o6HOBJieHHH. 

36. HaJIH"CJHe HHCTpyMeHTa y,narreHHoro yrrpaBJieHIDI. 

3 7. Bo3M0)J(H0CTb IIOMHMO OCHOBHOro YKa3aTb pe3epBHbie cepBepbI a)];MHHHCTpHp0BaHIDI. 

38. HaJIH"CJHe MexaHH3Ma KOHTpOJUI aKzyaJibHOCTH o6HOBJieHHM orrepau;HOHHOM CHCTeMbl. 

39. HarrH"CJHe HHCTpyMeHTa ,D:JUI ,D:HarHOCTHKH CHCTeMbl, KOTOpbIB MO)KeT co3,n;aBaTb CHHMKH 

COCTO.sIHIDI onepau;HOHHOH CHCTeMbI J.J:AA J.J:aJibHeHIIIero rey6oKO aHaJIH3a pa3JIH"CJHbIX 

acneKTOB pa60Thl orrepau;HOHHOH CHCTeMbI, BKJIIOqa.sI 3anyrn;eHHbie npou;eCCbl, KOHTeHT 

peecTpa, ycTattoarreHHoe no, ceTeBhle coe,n;HHeHIDI. Erraro.n;ap.sI yMeHHIO cpaaHHBaTh 

pa3JIH"CJHble CHHMKH COCTO.sIHIDI CHCTeMbI, JTOT HHCTpyMeHT MO)KeT o6ttapy)KHTb 

H3MeHeHIDI, KOTOpbie npOH3O1IIJIH B CHCTeMe. TaIOKe OH MO)KeT CO3,n;aBaTb H BbIIIOJIH.sITh 

CKpHIITbl, qTo IIO3BOJIHT OCTaHaBJIHBaTb 3anymeHHI,1e rrpou;eCCbl, YJ.J:aJUITh BeTKH 

peecTpa, 6rroKHpoBaTh ceTeBhie coe.n;HHeHIDI. 

40. Harrwme IIJiaHHpOBIIJ;HKa 3a,n;aq, KOTOpbIM II03BOJIHT C03,n;aBaTb 3anrraHHpOBaHHI,1e 

3a,n;a"CJH, sKJIIOqa.sI 3anycK BHeIIIHeii nporpaMMbI, npoBepey cpaiirroB rrpH 3anycKe 

CHCTeMbI, C03,Il;aHHe CHHMKa COCTO.sIHH.sI CHCTeMbI, npoaepey KOMIIblOTepa, o6HOBJieHHe 

BHpyCHbIX 6a3 I{ Mo,nyrreii rrporpaMMbI. Bo3MO)J(HOCTb IIJiaHHpoBaHIDI 3a,n;aq, K0TOpbie 

6y.n;yT 3anycKaTbC.sI 0,Il;HOKpaTHO, nepHOJ{l{"C{eCKH I{ npH B03HHKHOBeHHH KOHKpeTHbIX 

co6hITHH. 

41 . Bo3MO)J(HOCTb C03J.J:aHIDI B IIJiaHHpOBIIJ;HKe HeCKOJibKHX OJ{HOTHIIHbIX 3a.n;aq C pa3HOH 

nepHO.IJ:JfqHOCTblO HJIH pa3HbIMH ycJIOBH.sIMH 3anycKa. 

42. Bo3MO)J(H0CTh pa60Tbl B KJiaCTepax KaK )];OMeHa, TaK I{ pa6o"CJeii rpyIIIIbI. 

43. B03MO)J(HOCTb HaCTpOHKH 6hICTpO)];eiicTBIDI, YKa3bIBa.sI KOJIHqecTB0 II0TOK0B 

CKaHHpOBaHIDI. 

44. B03MO)J(HOCTb HaCTpOMKH pe)KHMa 3anycKa nyTeM OTKJIJOqeHIDI rpacpHqecKoro 

HHTepcpeiica J{JUI TepMHHaJibHbIX IIOJib30BaTerreii, qTo IIO3BOJUleT yMeHbIIIHTb Harpy3KY 

Ha cepBep, pa60Ta10mHii B pe)KHMe cepsepa TepMHHaJI0B. 

45 . Bo3MO)J(HOCTb c03,n;aHIDI 3arpy3o"CJHoro .n;HcKa KaK Ha CD-, TaK H Ha USB-HOCHTeJUlx c 

ycTaHOBJieHHbIM aHrnBHpyCHbIM rrponyKT0M. 

46. no.n;.n:ep)l(Ka pa60Tbl nporpaMM, pa60TalOIIJ;HX B IIOJIHOJKpaHH0M pe)KHMe, C 

B03M0)J(H0CTblO CKpbITb BCe coo6meHIDI OT aHTHBHpycttoro no. 



47. Bo3MO:>KHOCTb 3aIIUITbl rraponeM OT H3MeHeHIDI rrapaMeTpOB H y;:i:aneHIDI aHTHBHpycHoro 
no. 
48. Bo3MO:>KHOCTb y;:i:aneHHOH ycTaHOBKH Ha <paHJIOBbIB cepaep. 
49. B03MO:>KHOCTb rrpe;:i:ycTaHOBKH Ha OT)];eJibHblX <paHJIOBbIX cepaepax C IIOMOID;blO 
KOMIIJieKCHOro HHCTaJIIDITOpa, qTo II03BOJIHT coe;:i:HIUITbCH C cepaepOM yrrpaBJieHIDI 
cpa3y IIOCJie IIO)];KJIIOqeHIDI K ceTH. 
50. IIo;:i:;:i:ep)Kl(a OC: Microsoft Windows Server 2008, 2008R2, 2012R2, 2012, 2016, 2019, 
2022; Red.Hat Enterprise Linux (RHEL) 7, Red.Hat Enterprise Linux (RHEL) 8, Red.Hat 
Enterprise Linux (RHEL) 9, CentOS 7, Ubuntu Server 18.04 LTS, Ubuntu Server 20.04 
LTS, Ubuntu Server 22.04 LTS, Debian 10, Debian 11, SUSE Linux Enterprise Server 
(SLES) 12,SUSE Linux Enterprise Server (SLES) 15,Oracle Linux 8, Amazon Linux 2 

Pemenue OllR noRnoaucKoBozo mu,Ppoaanw, 

1. Y rrpaBJieHIDI IIOJIHbIM umcppoBaHHeM ;:i:HCKa Ha yrrpaBIDieMbIX pa6oqHX CTaHIUUIX 
Windows H MacOS c ,n;orroJIHHTeJibHbIM ypoaHeM 3aIIUIThI Ha 3Tarre rrpe;:i:3arpy3o'IHoro 
axo;:i:a. 
2. HaJIHqHe HHcrpyMeHTa y;:i:aneHHOro yrrpaBJieHIDI. 
3. Bo3MO:>KHOCTb y;:i:aneHHOH ycTaHOBKH Ha KJIHeHTCKYIO pa6oqyIO CTaHI.J;HIO. 
4. Bo3MO:>KHOCTb rrpe;:i:ycTaHOBKH Ha OT)];eJibHblX IIK C IIOMOID;blO KOMIIJieKCHOfO 
HHCTaJIIDITOpa, qro IIO3BOJIHT coe;:i:HIUITbCSI C cepBepoM yrrpaBJieHHSI cpa3y IIOCJie 

II0)];KJIIOqeHIDI K ceTH. 
5. Bo3MO:>KHOCTb y;:i:aneHH0ro II0JIH0)];HCK0BOf0 IIIH<ppoaamuilpacumcppoBKH Bcex )];HCK0B. 
6. Bo3MO:>KHOCTh y;:i:aneHHoro II0JIHO)];HCK0BOro IIIH<ppoaamrn/pacIIIH<ppOBKH TOJibK0 
3arpy3o'!Horo ;:i:HcKa. 
7. B03MO:>KHOCTb HCIIOJlb3OBaTI, J:J:IDI IIIH<ppoBaHHSI .D:OIIOJIHHTeJibHhie TeXHOJIOfHH OT 

npOH3B0.D:HTeneii 06opy,noBaHID1: TaKHe KaK ;:i:oaepeHHbIB IIJiaTq>OpMeHHbIB M0.D:YJib 
(TPM) HJIH caMOIIIH<ppoBaHHhie .D:HCKH (OP AL). 
8. HaJIHqlfe a K0HC0JIH cepaepa yrrpaanemrn MaCTepa BKJIJOqeHIDI IIIH<ppoBaHIDI, qTo 
II03B0IDieT a,nMHHHcrparopy oqeHb y,no6HO H 6blcrpo Bb16paTb .D:IDI y;:i:aneHHOli pafioqeif: 
CTaHI.J;HH CO0TBeTCTBYIOID;ylO II0JIHTlfKY C Heo6xO,nHMbIMH napaMerpaMH H 3arryCTHTb Ha 
Heil rrpo~ecc IIIH<ppoBaHIDI .D:HCK0B. 
9. Bo3MO:>KHOCTb .D:IDI IIOJib30BaTeJieH Ka)K,IJ:OH pa6oqeii CTaHI.J;HH C03l(aBaTb CBOH 
co6cTBeHHhrn napoJib npemarpy3oqHoro axo;:i:a. 
10. Bo3MO:>KHOCTh a.n;MHHHcrpaTopy ycTattaamrnaT» ,nmI npemarpy3oqHoro napomI 
pa3JIH'IHble KpHTepHH, TaKHe KaK: CJI0:>KHOCTb rrapomI, K0JIHqeCTB0 II0IIbIT0K BB0l(a, cp0K 
l(eHCTBIDI. 

11 . PaJJIHqHble pe)l(HMbl .D:IDI rpaq>HqeCKOfO IIOJib30BaTeJihCKOfO HHTepcpeiica: 06»1qHb1H, r,ri:e 
6y.n;eT ;:i:oczyneH Beeb <pyH~HOHaJI rpaq>HqeCKOro HHTepcpeiica HJIH MHHHMaJibHbIB, Kor.na 
6y.n;yT OT06pa)l(aTbCH TOJibKO yael(0MJieHIDI. 
12. IIo.n:;:i:ep)Kl(a pa60Tbl rrporpaMM, pa60Ta10ID;HX B II0JIH0)KpaHH0M pe)l(HMe, C 
BO3MO)1(HOCTblO CKpbITb BCe coo6m;eHHSI, CBH3aHHbie C IIIH<ppoBaHHeM. 

13. B03M0)1(HOCTb IIOJib3OBaTemI H3MeHHTb CBOH 3arpy30qHJ,IH rrapOJib C IIOMOID;blO Teeym:ero 

rrapomI 
14. B03M0)1(HOCTb .D:IDI a.n;MHHHcrparopa C03l(aBaTb rrap0Jib BOCCTaH0BJieHIDI B cnyqae, ecJIH 
IIOJib30BaTeJib 3a6hm CB0H co6cTBeHHbill rrapoJib. 
15. Bo3MO)l(HOCTL MR a,n:MHHHCrpaTOpa co3,u;aBaTb 3arpy3oqHJ,IH ;:i:u:cK mrn USB-HaKonu:Tenb 
.D:IDI aaapHHHOH pacIIIH<ppOBKH l(HCKa B cnyqae, ecJIH K .n;aHHbIM Ha 3aIIIH<ppoBaHHOM l(HCKe 

HeJib3H 6y;:i:eT II0JIYqlfTb .noczyrr C IIOM0ID;blO CTaH,napTHbIX cpe.n;CTB. 
16. B03MO:>KHOCTh .D:IDI a.n;MHHHcrparopa y.n:aneHH0 aHttyJIHp0BaTb rrpemarpy30'IHbIB rrap0Jib, 
qT0 rrpHBel(eT K OT06pa)l(eHHIO II0Jib30BaTeJIIO 3arrpoca Ha H3MeHeHHe rrapomI H 3acTaBHT 
ero H3MeHHTh rrapom, np11 nocne;:i:yiomeii rrepe3arpy3Ke OC. 



17. Возможность для администратора удаленно блокировать предзагрузочный пароль,
что приведет к отключению предзагрузочного входа после последующей
перезагрузки, а для разблокировки необходимо будет установить новый
предзагрузочный пароль с помощью пароля восстановления.
18. Возможность для администратора удаленно стереть предзагрузочный пароль, что
приведет к немедленной блокировке удаленной рабочей станции, а пользователю
будет отображено на экране сообщение о критической ошибке типа «синий экран».
После этого доступ к информации на дисках можно получить только после
расшифровки с помощью загрузочного диска восстановления.

Облачная песочница 

1. Возможность отправлять подозрительные файлы с рабочих станций и серверов на
анализ в облако
2. Возможность отправлять подозрительные вложения писем с почтового сервера на
анализ в облако
3. Использование технологий машинного обучения при первичном анализе
отправленных файлов
4. Возможность осуществлять непрерывное наблюдение за активностью отправленных
файлов (30 дней по умолчанию), что позволяет обнаруживать даже те угрозы,
которые способны обходить классическую песочницу.
5. Возможность автоматической блокировки файлов, вызвавших вредоносную
активность во время первичного анализа или во время длительного наблюдения в
облаке.
6. Возможность обеспечить быструю реакцию по результатам первичного анализа
путем блокирования О-дневных угроз (от нескольких секунд до 10 минут)
7. Наличие системы отчетности, которая предоставляет отчеты о результатах
исследования отправленных в облака образцов
8. Возможность осуществлять гибкие настройки отправки подозрительных файлов и
определение реакции после первичного анализа или обнаружения вредоносной
активности во время длительного наблюдения в облаке.

Согласовано: 

Начальник IТ-центр Фазилов А.А. 

Составил: 

Начальник сектор Кибербезопасность Бахронов Б.Х. 

   Необходимая документация для заказчика:
 передоставить Авторизационное письмо (МАF) отпроизводителя на имя заказчика а 
также партнерский сертификат с производителем.




